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Data
Protection
Policy

Creating Community
Through Theatre
SAVVY Theatre Company is a charitable organisation
working with a wide demographic of people, creating
accessible theatre projects with community casts while
prioritising inclusion of people with little or no access to
the arts.
This policy sets out our procedures for the collection, storage,
use and sharing of personal data and data for electronic
business to business communications.
We protect all personal information and adhere to all current
data protection act legislation with respect to protecting
privacy. Current relevant legislation is: the Data Protection Act
(“the Act”), the General Data Protection Regulations (“the
GDPR”) and the Privacy and Electronic Communications
Regulations (“PECR”).
SAVVY Theatre Company is also a member of the Information
Commissioners Office (ICO): https://ico.org.uk (the UK’s
independent authority set up to uphold information rights in the
public interest, promoting openness by public bodies and data
privacy for individuals).

Data Protection and
General Data
Protection
Regulations
GDPR legislation – key points
The General Data Protection Regulations (GDPR) were
introduced by the European Union in May 2018, building
on existing data protection legislation.
The GDPR gives increased rights to individuals to control
how their data is used and greater transparency in what it
is used for, how long it is retained and who it may be
passed onto. There will need to be a lawful basis for the
data being held, and individuals will need to be easily able
to withdraw their consent to the use of such data.
The GDPR applies to data stored electronically or other
forms such as paper records.

Data collected and used by the company must be: • Processed lawfully*, fairly and transparently;
• Only collected for specified, explicit and legitimate

purposes;

• Only collected for a specific need and only kept for as

long as needed;

• Held securely.

*NOTE: “lawfully” means (amongst other things) with the
individuals’ consent, as part of a contract or a legal
obligation and with a legitimate interest. For example, if,
as part of a contract, key personal data such as name,
address, contact numbers, e-mail address etc is
needed, this data may only be kept after the job is
completed if you have the individuals’ consent.
Some other rights are: • Individuals have the right to be informed about the

processing of their data;

• They have the right of access to their data free of

charge, although a reasonable admin fee can be
charged in certain circumstances;

• They have the right of rectification, should the

information be incorrect;

• They have the right of erasure if the data is no longer

necessary to the reason it was collected of if the
individual withdraws consent to hold it or use it.

Our Promise
SAVVY collects data from our members and from others who
attend our weekly sessions, various training courses and take
part in our shows; staff (paid and voluntary), and partner
organisations.
We obtain personal information in order to support individuals
taking part in our ongoing groups. Information about members
at SAVVY Theatre Company is held with the right of subject
access, allowing any individual access to the information held
about them.
We understand that your personal information and privacy is
important to you. We make every effort to ensure that the
information you share with us is recorded accurately, retained
securely and used only according to your wishes. We do not
give out, sell or trade our mailing list data with external
organisations.
SAVVY has a duty of care over any data we collect and
process. We are fully aware of the confidential nature of some
of the data we hold, and as such we have created our Data
Protection Policy to give staff (paid and voluntary) guidance on
what is good practice when handling confidential and sensitive
data.
All information held by SAVVY is strictly for our own use.
Information is not shared with any third party without prior
consent of the data subject or unless there is a legal obligation
to do so. Everyone in the workplace has a duty to protect the
privacy of information relating to individuals.

What is data?
Data Protection legislation is concerned with the use of
personal data, held on electronic systems, in paper filing and
with online identifiers such as location data and cookies.
Personal data is defined by the ICO as data that relates to a
living individual who can be identified from that data and/or
from other information in the possession of (or likely to come
into the possession of) the data controller (SAVVY Theatre
Company).
Special categories of personal data refer to information that
could be used in a discriminatory way, so needs to be treated
with greater care than other personal data, for example,
information about: • race or ethnic origin;
• political opinion;
• religious beliefs or other beliefs of a similar nature;
• trade union membership;
• physical or mental health or condition;
• sexual life;
• commission or alleged commission of any offence, or
• any proceedings for any offence committed or alleged to

have been committed by the data subject, the disposal of
such proceedings or the sentence of any court in such
proceedings.

What data we
collect at
SAVVY
SAVVY collects personal data from
members and staﬀ (paid or voluntary)
relating to age, address, phone
number, email and who to contact in
case of an emergency. We also ask
for Special Category data relating to
physical or mental health conditions
and court proceedings.
We hold information regarding observed
behaviour and reports relating to
incidents that have occurred either within
our sessions or that could directly affect
the running of our sessions.
Personal Data from the audience is
collected via online booking systems,
online donations, post-show surveys and
e-newsletter sign-ups.

Bank details from direct debits, fees paid,
staff payments, artist fees paid, funding
and other payments received.
Business to business data is collected in
the form of email correspondence and
can include names, job titles, email and
place of work addresses and phone
numbers. We also take photographs and
video footage of members and audience
during rehearsals and shows.

Verbal and written permission is sought
for this and anyone not wishing to be
photographed or filmed in asked to let us
know in accordance with our
Safeguarding Policy.
When we ask you to provide personal
and/or special category information
we will let you know why we are
asking for this information, and how
we will process your data. We will
also direct you towards this policy.

How we process this
data
The data we hold may be used to send you information
via electronic means, in hard-copy/printed form, by post
or via telephone. These types of communications can
include:
• information for members of our ongoing groups related

to the upcoming term

• promotional or marketing information on upcoming

productions, workshops and other SAVVY Theatre
Company events

• opportunities to take part in partner organisation

events

• information on our fundraising operations, including

occasional requests to support our work

• volunteer, work experience and job opportunities
• other relevant communications directly related to

SAVVY Theatre Company

Photographs and video footage is shared via our social
networks, used on our website and for various SAVVY
Theatre Company promotional and policy documents.

Archiving & Destroying
Information
Details of past members and staff (paid and voluntary) are
retained in hardcopy form and are stored for one year before
being destroyed (shredded).
The exception to this are photographs and video footage
which will continue to be used by SAVVY Theatre Company
as documentation of the company’s work and history.
However, should a request be made by a past member, staff
or volunteer to not use an image, every effort will be made to
remove images and video footage from our online networks,
website and promotional materials.
Employment records, incident reports, pupils of concern and
other sensitive data are stored for 7 years.
Company email accounts are reviewed and cleared of
obsolete data every 2 years. The exception to this is when a
staff member leaves the company, in which case all data is
deleted.
We also use an external provider (Mailchimp) for processing
our e-newsletters which allows people the option of
‘unsubscribing’.

Mitigating
Risk
SAVVY uses password protected
cloud-based platforms for processing
and storing our data.
Staff and volunteers are made aware
of protocols regarding data processing
and the sharing of sensitive information
(which can include via hard-copy,
email, social media or verbally). Any
staff or volunteers in breach of data
protection will face disciplinary action
in line with our code of conduct.
Anyone processing data on behalf of
SAVVY is made aware of the following:
• to not click links in unknown

(potentially phishing) emails from
unknown sources

• ensure different passwords are used

for work and personal email
accounts and that these are not
shared

• where possible, to not use personal

email accounts for SAVVY Theatre
Company business

• ensure that business to business

emails sent to multiple people are
done so using bcc and cc
appropriately

• hard copies of member and staff

information is kept in locked file in
the SAVVY office and the keys for
this file are kept in a separate
confidential place within the office,
the location for which is known to
the SAVVY Administrator, Artistic
and Associate Directors

• any information that is transferred to

an online data file is password
protected

• all computers, mobile phones and

tablets must have passcodes,
screen-locks and other such security

• sensitive information pertaining to an

individual and relating to their ability
to fully engage in a SAVVY session,
is only shared with the relevant staff
members and where possible, with
the individual’s consent

• no sensitive data is left unattended where it may be

accessed by others such as on a computer screen or left
unattended on a work station

• we keep track of any personal data in transit by ensuring it is

the sole responsibility of one person

• to not use any free public wi-fi services with SAVVY Theatre

Company computers, tablets or mobile phones

• ensure no sensitive data is given over the phone or sent via

email to someone outside of the company

As the SAVVY office at Fairfield Halls is on the ground floor and
therefore potentially accessible to the general public, anyone
leaving the office unattended must ensure it is locked behind
them, even for a short amount of time.
SAVVY Theatre does not employ an outside company for
cleaning the office space and operates a clean desk policy,
ensuring all sensitive date is appropriately stored at the end of
each working day.
In the unlikely event of a data breach, such as lost files
with member details or an electronic data hack we will
inform those people whose information has been
compromised and inform the ICO.
We also ask all staff to include the following statement at the
bottom of all emails:
“This email and any files transmitted with it are confidential and
intended solely for the use of the individual or entity to whom
they are addressed. If you have received this email in error,
please delete and notify the sender.”

Communications
policy (social media,
use of phones,
internet etc).
Personal use of phones, internet and social media
There are two company phones that are paid for by
SAVVY: Admin/General Number: 07391 997 030
Artistic Director: 07748 040 614
Staff are able to use their personal phones for SAVVY
business and are required to abide by our Code of
Conduct regarding inappropriate use of SAVVY and
personal social media sites.
Any photos or video footage taken on personal phones
are done so on the strict approval of those being
photographed and only for the direct use and benefit of
the work being created, such as recording a scene that
has been rehearsed to share with other SAVVY members.

Internet and social media
Group and Personal Communication on Facebook
Messenger & WhatsApp
These are used for passing on information to specific groups,
usually for the upcoming weeks of drama sessions. Often
Young Company members will use group chat services to let
us know if they’re running late. No one is added to these
groups without their or their parent/guardian’s permission.
Although SAVVY is unable to monitor every message sent by
individuals to other members, we WILL act decisively should
any inappropriate behaviour be reported.
Twitter
Twitter content for SAVVY is managed by Sheree Vickers.
YouTube
The ability to post comments on any video is disabled and
some of our uploaded content remains either Private or
Unlisted.
Vimeo
This is purely used for archival purposes and all videos on our
site are password protected.
Instagram
Responsibility for posting to this site is often given to members
of various groups for the promotion of upcoming projects.
Content is monitored by Sheree Vickers and Alice Rayman
and the password changed regularly.
SAVVY Blog
This is a shared blog with multiple contributors, however all
content is monitored and edited prior to posting by Sheree
Vickers.

It is important that anyone accessing these sites feels safe
and conducts themselves with the same discipline and
respect they would if attending a SAVVY workshop or
rehearsal. These additional measures have also been put in
place: • Any photographs posted online are done so with the

express permission and knowledge of those involved and
are in accordance with our own permission procedures;

• The online community is monitored by the appointed

SAVVY staff members (AR and SV) and any inappropriate
messages or comments will be deleted; under no
circumstances are negative comments or discussions
entered into on a public forum.

• Parent/Guardian permission is sought for anyone under 16

years before they are permitted to join our online
community;

• Staff/Volunteers are to not ‘friend’ anyone under the age of

16 years;

• Staff/Volunteers are to ensure their Facebook and other

online profiles have HIGH PRIVACY settings and are
encouraged to create a ‘work’ profile with no personal
details.

•

Should there be any incident of bullying or inappropriate
messaging the same disciplinary procedure as outlined in our
Code of Conduct for Inappropriate Behaviour will take place.
Should the bullying or inappropriate behaviour come
from outside the SAVVY community, then action will be
taken through oﬃcial channels (notification to the site
to block the communication and, if judged serious
enough, the police will be informed).

Photographic and Video footage and consent

E-safety, Scam e-mails and phone calls

SAVVY ensures that we have written permission from members/
their parent/carers for the taking of any photographs or video
footage during rehearsals and performances.

Phishing emails will often appear to be from a legitimate bank or
supplier referring to an online account, invoice or payment. Be
cautious of emails containing links and/or attachments. If in
doubt, ask a colleague to review it. If it appears legitimate, reply
and ask for confirmation. If you know the person or company,
send a new email using the address on their website asking for
confirmation rather than replying.

Those giving consent are apprised of WHAT the photos may be
used for and HOW photos are stored (in line with our data
protection policy).
Photographs of the rehearsals are not permitted without STRICT
permission from those within the rehearsal room or workshop.
This is to ensure that we adhere to our policies and to maintain a
safe working environment for the creative process to occur.
Use of Names
SAVVY uses the following policy when using the names of
children, young people and vulnerable adults for various
marketing and promotional activities: 1. Press releases, photographs and articles for public viewing
(including local and national media) - first names only are
provided, and additional verbal permission is sought for use.
2. Social Media - first names only are used.
3. Show Programmes - first names only are used.
4. Incident Reports, including reporting pupils of concern and
safeguarding issues -abbreviated initials only are used.

Never include sensitive information, especially passwords, in an
email, as no legitimate company will ever ask you to do this. If
you need to login online, go directly to the website and don’t use
the link provided. Periodically remind staff of the importance of
being aware of Phishing emails. It’s very easy to become
complacent with something you use so much
If someone opens a suspicious attachment or link, disconnect
the PC from the network (pull the network cable out, or switch off
the wi-fi), and run a full virus and anti-malware scan.

Informed Consent for
Members
SAVVY holds personal information on members in line
with the Data Protection Act and is committed to
keeping all personal information about individuals safe
and secure.
We will not share this information outside SAVVY without
consent to do so, other than in the situations set out below
(exceptions to maintaining confidentiality). There are times
when sharing information about members with other
organisations may improve the services they can offer. For
example:
• If we can tell your Job Centre Plus advisor that you are

• How we will use the information (e.g. we will talk with you

about any additional support or arrangements we need to
make).
• That you can withdraw your consent.
• That giving your consent is voluntary.
• That there may be implications for the services we offer if

you withhold consent.

Exceptions to maintaining confidentiality:
SAVVY may share information without your consent in the
following situations:

attending a course with us, they may be able to amend your
Job Seeker’s Agreement.

• If a member of staff/volunteer believes that you could cause

• We may need information from another agency to ensure we

• If a member of staff/volunteer suspects abuse of an adult at

can include you as safely as possible in activities and trips.

harm to yourself or others.

risk may or has occurred (see our Safeguarding Policy).

We will only provide or ask for relevant information, and any
information we receive will be kept secure. Before completing
our photo permission form, members can talk with our Access
Officer to ensure they understand:

• If there is a Child Protection issue.

• Why we want to share the information.

• If disclosure is required by law through a court order or

• Who the information may be shared with.

• If information is given that indicates a crime has been

committed.

warrant.

CREATING COMMUNITY THROUGH THEATRE
This policy will be reviewed by SAVVY Theatre Company
every 2 years, or earlier if there are changes to legislation
and/or SAVVY Theatre’s use of data.
Copies of this document are made available to all employed
facilitators (paid or voluntary), group members of SAVVY
Theatre Company and their parent/carers via our website
and on request.
Any questions or concerns regarding this policy should be
forwarded to:
Sheree Vickers, Artistic Director
SAVVY Theatre Company
Fairfield Halls
Park Lane, Croydon, CR9 1DG
Charity Number: 1179492
Company Number: 6357764
www.savvytheatre.co.uk

